Issue 07/25

MONTHLY

SCAMS BULLETIN

- Government Officials will never ask you to transfer money
.+ ordisclose your bank log-in details over a phone call!

Scammers may impersonate government officials from the Singapore Police
Force, Monetary Authority of Singapore or Ministry of Manpower, call their
victims and accuse them of being involved in criminal activities.

Scammers will then demand their victims to transfer their money to ‘safety’ bank

accounts, hand over jewellery or exchange money for gold bars to “prove their
innocence” or for “investigation purposes”.

In May 2025, over $16.9 Million was lost to

Government Officials Impersonation Scams (GOIS).

The red flags include receiving calls from “Government Officials”:

Asking you to Asking you to download

an app from a
transfer money third-party website

Asking you to provide your That claims to transfer you
bank log-in details to the Police

Scammers may cite your personal Do not automatically trust
information (e.g. name or NRIC someone just because he/she has
number) to appear legitimate. your personal information.

If you receive an SMS from the government, make sure it is sent from the gov.sg SMS Sender ID*.

UNSURE IF IT'S A SCAM? CALL AND CHECK WITH

THE 24/7 SCAMSHIELD HELPLINEAT 1790
| CAN
A c 1_? SINGAPORE m

\ RGANST ) POLICE FORCE =)

\ < 5 SAFEGUARDING EVERY DAY CRIME PREVENTION
SCAMS ‘ COUNCIL

Scan for
SPF Scam Resources



2025F 75 A7 2025%7H4H

LR BT

\ BREREFRELREERERKLERRTENEE!

IR Pl REE RR B MK ERE . FINKEREER. A IEBBIBUT
ER, KBAREEHEEMNS5IEIEED.

IRFoBERZEERREE “R2"NRITKF, KUKFRFEARME
%, L “UERAB CRIBR ‘BN HERE".

£20255F5H, ERHITE RlR/ERKEE 16905 Tk,

VFIRIE S &L FEUNE] “EXRTE 53” RIS :

BEREEW g*’%&mﬁ%%@ﬁﬂ

S MAIBERT A

(R X EIHESED) BRARISth / i,

YR FIBESS| RISH T A SIS 5 AN A AR
NEES ey

HERIREREBENER, BHARERERMU gov.sg KIXEFNF

AREXEE B MRRIEEHT C
24/\BJBYSCAMSHIELDIR B AL 1799 Eifl,

| CAN 3522 ]
Ac ’ @ =\ SINGAPORE m 23 6 -&
‘ 7 POLICE FORCE NATIONAL ke

\ ¢
AGAINST P  SAFEGUARDING EVERY DAY CRIME PREVENTION

SCAMS COUNCIL Scan for

SPF Scam Resources




Isu 07/25 4 Julai 2025

BULETIN PENIPUAN

BULANAN

/» Pegawai Pemerintah tidak akan sekali-kali
&\ meminta anda supaya memindahkan wang atau mendedahkan
—_— butir-butir log masuk bank anda melalui telefon!
Penipu akan menyamar sebagai pegawai pemerintah dari Pasukan Polis Singapura,

Penguasa Kewangan Singapura atau Kementerian Tenaga Manusia untuk menelefon
mangsa dan menuduh mereka terlibat dalam aktiviti jenayah.

Penipu kemudian akan menuntut kepada mangsa mereka supaya memindahkan
wang mereka ke akaun bank ‘keselamatan’, menyerahkan barang kemas atau menukar
wang kepada jongkong mas untuk “membuktikan mereka tidak bersalah” atau untuk
“tujuan penyiasatan”.

Pada bulan Mei 2025, lebih $16.9 juta telah hilang kepada

Penipuan Penyamaran Pegawai Pemerintah (GOIS).

Tanda-tanda “red flags” termasuklah menerima panggilan
daripada “Pegawai Pemerintah”:

M . d Meminta anda supaya memuat
emlr:\ta anda supaya naik sebuah aplikasi daripada
memindahkan wang sebuah laman web pihak ketiga

Meminta anda supaya Yang mendakwa
memberikan butir-butir memindahkan panggilan
log masuk bank anda anda kepada pihak Polis
Penipu mungkin menyebut Jangan langsung percayakan
maklumat peribadi anda seseorang hanya kerana dia
(contohnya, nama atau nombor kad mempunyai maklumat
pengenalan) supaya tampak sah. peribadi anda.

Jika anda menerima SMS daripada pemerintah, pastikan ia dihantar dari ID Penghantar SMS gov.sg.
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