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IN THE PAST WEEK

Scams to look out for
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You receive a job offer promising high salary with little effort.

CHECK with official sources, such as the company’s official website, to verify the job offer.

You receive a phone call from supposedly your “friend”. You are asked to guess the caller’s
name and when you do so, the caller will assume this name. You are then asked to save the
friend’s new number. A few days later, this so-called friend will call you to ask for money to
help him or her for an emergency, mother is in hospital etc.

CHECK with your friend through other means or call the original number to verify if indeed
your friend had called you earlier.

You are offered an investment with very high returns.

CHECK with official sources, such as the company’s official website, to verify the deal. Do not
be enticed by the initial positive gains. Do your own due diligence before you invest large
sums of money.

You see third-party resellers on online platforms offering the sale of concert tickets. Sellers
would claim that the ticket sales are time-sensitive or have limited availability, to convince
buyers into making advanced payment for the tickets.

Purchase only from authorised sellers or reputable sources and avoid making advance
payments or direct bank transfers to sellers. CHECK the platform’s Transaction Safety Rating
(TSR) at https://www.mha.gov.sg/e-commerce-marketplace-transaction-safety-ratings to

know what critical anti-scam safety features it has to protect online transactions.

You sell items online. Buyers would claim to be interested in buying your items. To receive
payment from an interested buyer, you are asked to click on a URL link or scan a QR code to
receive payment.

CHECK - Do not click on dubious URL links and always verify the authenticity of URL links.


https://www.mha.gov.sg/e-commerce-marketplace-transaction-safety-ratings
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Scam Tactics

Members of the public would receive a scam SMS from
the Anti-Scam Centre “ASC”, asking them to download
and install an “Anti-Scam” app to ensure the security
of their devices. The app supposedly helps to identify
and prevent scams by providing comprehensive
protection and security.

The fake SMS impersonating as “ASC” would contain
an URL link. After clicking on the URL link, you will be
directed to a website impersonating as “ASC”.

On the website, there will be an icon to download the
“Anti-Scam” app. Upon downloading and installation
of the app, you will be asked to allow accessibility
services to enable the “Anti-Scam” service.

Members of the public are reminded of the dangers of
downloading applications from third-party or dubious
sites that can lead to malware being installed on
victims’ mobile devices.

Some precautionary measures:

ADD - anti-virus/anti-malware apps to your device. Update
your devices’ operating systems and applications regularly
to be protected by the latest security patches.

Disable “Install Unknown App” or “Unknown Sources” in
your phone settings. Do not grant permission to persistent
pop-ups that request for access to your device’s hardware
or data.

CHECK - the developer information, the number of
downloads and user reviews to ensure it is a reputable and
legitimate application. Only download and install apps from
official app stores (Apple Play store for iPhones or Google
Play Store for Android).

TELL - Authorities, family, and friends about scams. Report
any fraudulent transactions to your bank immediately.

This message is f
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( Block number )

AntiScam Centre:

The ASC department kindly requests you
to download and install the AntiScam
app to ensure the security of your
devices. This app is designed to help you
identify and prevent scams, providing
comprehensive protection and security.

https://spf-asc.com/gov.sg

[ Screenshot of the fake SMS |
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Set up AntiScam Centre Android to
block harmful apps and protect
device.

Download AntiScam Centre
Android

Download AntiScam Centre from the Google
Play Store by clicking on the button below,
or searching for AntiScam Centre on the
Play Store.

[cadige ]
» Google Play

** Do not download AntiScam Centre
outside the official Play Store

[ Screenshot of the fake URL link and APK file
alleged to be from “ASC” ]



A How to protect yourself

Remember to Add, Check and Tell (ACT) before making any decisions.
And never respond to urgent requests for information or money.

Always verify such requests with official websites or sources.

Get the latest advice. Visit www.scamalert.sg
or call the Anti-Scam Helpline at 1800-722-6688,

Report scams. Call the Police Hotline at 1200-255-0000 or submit
information online at www.police.cov.sg/iwitness. All information

will be kept strictly confidential.

OF: 1 0
ﬁfﬂ:ﬂ - Download the free ScamShield app

wr
4 @t‘ w Detect, block and report scams with the ScamShield app.
PN s
i Raretan,? e

A crime prevention initiative by In collaboration with

SINGAPORE
POLICE FORCE

’  SAFEGUARDING EVERY DAY

NATIONAL
CRIME PREVENTION
COUNCIL


http://www.scamalert.sg
http://www.police.gov.sg/iwitness

HE—E |
VLR

DR

2023 7H21H

B EI—DRERFBA LRI EIHEBREESFHFN TN,
BEELER  MRENEAMNL , Lz TIFlS.

ERIRE IR IR, KEEEERGBHNERESEREIMRINET. X8
BALERCREFHRIFEIESE. JLKE  XFMBIARSKEESE LIRSS
B R AR E MR IR LR FTRED-

B B AE EE e Rk EBIE S SRR R E R R TR E.

BB T R RIFE SRR A S

BEEESHER  UATENBEAMIL , LIZSEXERS. FERIFIEER. ER
AKREREH] , BHYSINEIL

BEIB=PEEREMNETE LEERERNE. ERSFIREZEREIRHIEEL
EBRLARIRER TSI

RERNESHEE RIFAIKIRESLH B R IS I IR TR KR sET5 . Xl

https://www.mha.gov.sg/e-commerce-marketplace-transaction-safety-ratings&&
FENRZLETR (TSR ) LMET iz a8l RiFNM_ ERXZNEERIFIRE £
i

BN EHEYm. IRSFREXBWIZERm. THRERRLRuE R
AR LIRS LR AT TR

BE - RIS E SO RARERIESTE.


https://www.mha.gov.sg/e-commerce-marketplace-transaction-safety-ratings

AN\

1EIRFiE

o ARIEIRIEIRFIL "ASC" REHNWFIRAERE XML TEFF
T RIFR MNAEFUBRRERE. XN AERFEIREE
BRESERNRIPIOZ2RE | AT R BT VEIRTT

o B%R 'ASC' HIREESEES— Witz [REMUSHEERS |
B R — MRERTASC Wb,

o UG EH—ERR N RIFIR NARER. FHEHARENARE
FFla | BaRERAVHHEITIEE | LIBA" RIFR" IS5

o LHREEAMRMNB =T8RG PR REFRIEk. XA
RS R I R L R I T AR E L.

—LEFphtaNE -

-  TE - BE/REERUNAER. SYUEHEINREHIER
ERFLAN N FREFRRIRESNAEFRZERHT 2T
HYRIP

o  GEFNIREARELRERMMAER S FREFR" 1IN
BEF. FERNERFNRSEAEETREISAESRHE
CAR-

- BE - ARARGERS TEANBAFHeHAEREE—
EERFHESNNARER. RNELSNARERFEE (ER
FHfERApple Store , ZE{FERGoogle Play Store ) T&#0
R FRERR

- B - 3B RATRRFREGES. ZRIRRTERE
ARVEIERIER S

AntiScam Centre:

The ASC department kindly requests you
to download and install the AntiScam
app to ensure the security of your
devices. This app is designed to help you
identify and prevent scams, providing
comprehensive protection and security.

https://spf-asc.com/gov.sq
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Set up AntiScam Centre Android to
block harmful apps and protect
device.

Download AntiScam Centre
Android

Download AntiScam Centre from the Google
Play Store by clicking on the button below,
or searching for AntiScam Centre on the
Play Store.

GETITON
» Google Play
** Do not download AntiScam Centre
outside the official Play Store

[ R ASC BRI FIAPK
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SEPANJANG MINGGU LEPAS

Penipuan yang harus diawasi
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Anda menerima satu tawaran pekerjaan yang menjanjikan gaji yang lumayan dengan usaha
yang sedikit.

PERIKSA dengan sumber-sumber rasmi, seperti laman web rasmi syarikat tersebut, untuk
memastikan kesahihan tawaran pekerjaan tersebut.

Anda menerima satu panggilan telefon daripada kononnya seorang “kawan”. Anda diminta
supaya meneka nama si pemanggil dan apabila anda berbuat demikian, pemanggil akan
menggunakan nama yang anda teka tersebut. Anda kemudian diminta supaya menyimpan
nombor baru si pemanggil tadi. Beberapa hari kemudian, pemanggil yang kononnya kawan anda
ini akan menghubungi anda untuk meminta wang bagi menolongnya untuk suatu kecemasan,
atau emaknya yang berada di hospital, dan sebagainya.

PERIKSA dengan kawan anda melalui cara lain atau telefon nombor asalnya untuk memastikan
dia benar-benar telah menelefon anda tadi.

Anda ditawarkan satu pelaburan dengan pulangan yang sangat tinggi.

PERIKSA dengan sumber-sumber rasmi, seperti laman web rasmi syarikat tersebut, untuk
memastikan kesahihan tawaran tersebut. Jangan tertarik dengan keuntungan awal yang positif.
Lakukan pemeriksaan yang teliti dan wajar sebelum anda melaburkan wang dengan jumlah yang
besar.

Anda ternampak penjual pihak ketiga di platform dalam talian yang menawarkan penjualan tiket
konsert. Penjual akan mendakwa bahawa jualan tiket adalah sensitif masa atau mempunyai
ketersediaan terhad, untuk meyakinkan pembeli membuat pembayaran awal untuk tiket.

Beli hanya daripada penjual yang sah atau sumber-sumber yang bereputasi, dan elakkan
daripada membuat bayaran pendahuluan atau pemindahan bank secara langsung kepada
penjual. PERIKSA Rating Keselamatan Urus Niaga (TSR) untuk rating platform itu dan untuk
mengetahui ciri keselamatan antipenipuan kritikal yang ada padanya untuk melindungi transaksi
dalam talian.

Anda menjual barang dalam talian. Pembeli akan mengaku berminat untuk membeli barang
anda. Untuk menerima bayaran daripada seorang pembeli yang berminat, anda diminta supaya
mengklik satu pautan URL atau mengimbas satu kod QR untuk menerima bayaran.

PERIKSA - Jangan klik pautan URL yang meragukan dan sentiasa pastikan ketulenan pautan URL
tersebut.
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Taktik Penipuan

Orang awam akan menerima satu SMS penipuan daripada Pusat
Antipenipuan “ASC”, yang meminta mereka supaya memuat turun
dan memasang satu aplikasi “Antipenipuan” untuk memastikan
keselamatan peranti mereka. Aplikasi tersebut kononnya dapat
membantu mengenalpasti dan mencegah penipuan dengan
menyediakan perlindungan dan keselamatan yang menyeluruh.

SMS palsu yang menyamar sebagai sebuah “ASC” ini mengandungi
satu pautan URL. Setelah mengklik pada pautan URL tersebut, anda
akan diarahkan ke sebuah laman web yang menyamar sebagai
”ASC”.

Di laman web tersebut, sebuah ikon untuk memuat turun aplikasi
“Antipenipuan” tersebut akan tersedia. Apabila aplikasi tersebut
dimuat turun dan dipasang, anda akan diminta supaya memberi
kebenaran untuk mengaktifkan perkhidmatan pengaksesan agar
dapat mendayakan perkhidmatan “Antipenipuan” tersebut.

Orang awam diingatkan tentang bahaya memuat turun aplikasi
daripada laman web pihak ketiga atau yang meragukan yang boleh
membawa kepada perisian hasad dipasang ke peranti mudah alih
mangsa.

Beberapa langkah berjaga-jaga:

MASUKKAN — aplikasi antivirus/antiperisian hasad ke peranti
anda. Kemas kini sistem operasi dan aplikasi peranti anda
dengan tetap agar dilindungi dengan patch keselamatan terkini.

Nyahdayakan “Install Unknown App” (Pasang Aplikasi yang
Tidak Diketahui) atau “Unknown Sources” (Sumber yang Tidak
Diketahui) di dalam tetapan telefon anda. Jangan beri keizinan
kepada pop-up berterusan yang meminta akses ke perkakasan
atau data peranti anda.

PERIKSA - maklumat pemaju aplikasi tersebut, bilangan muat
turun dan ulasan pengguna untuk memastikan aplikasinya
mempunyai reputasi yang baik dan sah. Muat turun dan pasang
aplikasi hanya daripada gedung aplikasi rasmi (Gedung Apple
Play untuk iPhones atau Gedung Google Play untuk Android).

BERITAHU - Pihak berkuasa, keluarga dan kawan-kawan
tentang penipuan. Laporkan sebarang transaksi menipu kepada
bank anda dengan segera.

AntiScam Centre:

The ASC department kindly requests you
to download and install the AntiScam
app to ensure the security of your
devices. This app is designed to help you
identify and prevent scams, providing

comprehensive protection and security.

https://spf-asc.com/gov.sg

[ Tangkap layar SMS palsu tersebut |
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Set up AntiScam Centre Android to
block harmful apps and protect
device.

Download AntiScam Centre
Android

Download AntiScam Centre from the Google
Play Store by clicking on the button below,
or searching for AntiScam Centre on the
Play Store.

GETITON
» Google Play

** Do not download AntiScam Centre
outside the official Play Store

[ Tangkap layar pautan URL palsu dan fail APK
yang didakwa datang daripada “ASC” |



A Bagaimana melindungi diri anda

[ Care
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Ingatlah untuk Masukkan (Add), Periksa (Check) dan Beritahu (Tell) atau ACT
sebelum membuat sebarang keputusan.

Dan jangan membalas sebarang permintaan mendesak untuk maklumat atau wang.

Pastikan selalu kesahihan permintaan-permintaan tersebut daripada laman-laman
web atau sumber-sumber rasmi.

Dapatkan nasihat terkini. Lawati www.scamalert.sg atau hubungi Talian Bantuan
Antipenipuan di 1800-722-6688.

Adukan penipuan. Panggil Talian Hotline Polis di 1800-255-0000 atau hantarkan
maklumat dalam talian di www.police.gov.sg/iwitness. Semua maklumat akan

dirahsiakan sama sekali.

[w] ..-r-_:lEl Muat turun aplikasi percuma yang dipanggil ScamShield
FEI* ~y=y Kesan, sekat dan adu penipuan dengan aplikasi
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