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Scams to look out for

%

=~

i

=3

O)m

=

4 Aug 2023

You receive a phone call from supposedly your “friend”. You are asked to guess the caller’s
name and when you do so, the caller takes on the name you guessed. You are then asked to
save the “friend’s” new number. A few days later, this so-called friend will call you to ask for
money to help him or her with an emergency, such as a family member hospitalized.

CHECK with your real friend through other means or by calling their original number to verify
if they had indeed called you earlier.

You receive a job offer promising high salary with little effort.

CHECK with official sources, such as the company’s official website, to verify the job offer.

You are offered an investment with very high returns.

See the next page for more details on this scam type.

You receive a call from a “government official”. You are then asked to provide your banking
credentials, OTPs and/ or personal details.

ADD ScamShield app only from the official app stores on your mobile phone. ScamShield
blocks scam calls and detects scam SMSes from known blacklisted numbers. Do not provide
your credentials and OTPs to unknown persons.

You come across an attractive deal (e.g., concert tickets, electronics, etc) online and contact
the seller through a messaging app. After making payment, the item or service was not
delivered, and the seller becomes uncontactable.

Purchase only from authorised sellers or reputable sources and avoid making advance
payments or direct bank transfers to sellers. CHECK the platform’s Transaction Safety Rating
(TSR) at https://www.mha.gov.sg/e-commerce-marketplace-transaction-safety-ratings to

know what critical anti-scam safety features it has to protect online transactions.

Please refer to a list of monikers behind such scams at https://go.gov.sg/pnr-ecommerce-

scams-involving-electronics-and-concert-tickets.



https://www.mha.gov.sg/e-commerce-marketplace-transaction-safety-ratings
https://go.gov.sg/pnr-ecommerce-scams-involving-electronics-and-concert-tickets
https://go.gov.sg/pnr-ecommerce-scams-involving-electronics-and-concert-tickets

Scam Tactics

Scammers would approach victims through various channels such as social
media platforms and messaging apps to introduce “investment
opportunities”.

In one variant, scammers would try to build rapport with victims over time
to gain their trust before introducing “investment opportunities” to them.
After winning over the trust of the victims, scammers would ask them to
conduct transactions under the pretext of “investments”.

Victims would generally receive small profits initially enticing them to
believe that their “investments” were real and profitable. However, when
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they invest larger amounts, they would not be able to withdraw their
‘profits’ and only then do they realise that they have been scammed.

In another variant, victims would come across investment ads on social
media platforms. After clicking on the ad links, victims would be led to
communication apps to contact the scammers.

Scammers would then lure victims to “invest in opportunities” with high
returns in a short time, supported by fraudulent testimonials. Sometimes,

Learn more about joining the

victims would be redirected to “investment” websites to provide their aiop o et fiee atietegiaal D wurers
personal particulars and card details to register for an account. 0810
Victims would only realise that they have been scammed when they are not 10 > P4

able to withdraw their ‘profits’ or contact the scammers.
[Example of advertisement on Facebook]

In some cases, victims would receive calls or messages from scammers to
download remote access software (e.g., AnyDesk) onto their devices to
receive more information on the “investment” processes. With the remote
access, scammers could be able to withdraw all the money from the victims’
bank accounts.
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Some precautionary measures:

< ﬂ +65 9089 2315

Official Instagram Page
https://www.instagram.com/abrdn.asia.ltd/

ADD - ScamShield app and set security features (e.g., two-form factor
authentication for banks and accounts; set banking transaction limits). Never
install software from unverified sources as it will allow scammers to observe
your actions or take control of your devices remotely.

Greetings Dears, | am a investment planner
from Abrdn Asia LTD. &

1 am Shafwan Bin Shariff, We have a lot of
trader’s to help our client to invest in the
stock market and cryptocurrency such as :

” Gold
” Coca-Cola
CHECK - for scam signs with official sources. Verify the authenticity by: | :i‘fy‘ll'.':

. . ' ? nibaba Group
=  asking as many questions as needed to understand the investment fully. jiabelen
7 Bitcoin

Be wary if the company is unable to answer or avoids your questions. 5 Litecoin

> We will invest in high yielding stock market
and cryptocurrencies M in the short term

X , our goal is to maximize the profits of
our investors. oy

= Checking on the company’s information, e.g., owners, directors and
management information to assess if the investments are real.

«> Our investors can register their own
accounts, invest in the packages they are
interested in, and withdraw their profits
themselves. ./

= Confirming the company’s and representatives’ credentials on the
Financial Institutions Directory, Register of Representatives, or check :
MAS’ Investor Alert List. g sccow

STAGE
560 6,350 -
7,450

50D 9,650 -
10,850

TELL - authorities, family, and friends about scams. Report any fraudulent
transactions to your bank immediately.

[Conversation between scammer and
victim]


https://go.gov.sg/investor-alert-list

A How to protect yourself

Remember to Add, Check and Tell (ACT) before making any decisions.
And never respond to urgent requests for information or money.

Always verify such requests with official websites or sources.

Get the latest advice. Visit www.scamalert.sg
or call the Anti-Scam Helpline at 1800-722-6688,

Report scams. Call the Police Hotline at 1200-255-0000 or submit
information online at www.police.cov.sg/iwitness. All information

will be kept strictly confidential.
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ﬁfﬂ:ﬂ - Download the free ScamShield app
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SEPANJANG MINGGU LEPAS

Penipuan yang harus diawasi

&
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Anda menerima satu panggilan telefon daripada kononnya seorang “kawan”. Anda diminta
supaya meneka nama si pemanggil dan apabila anda berbuat demikian, pemanggil akan
menggunakan nama yang anda teka tersebut. Anda kemudian diminta supaya menyimpan
nombor baru si pemanggil tadi. Beberapa hari kemudian, pemanggil yang kononnya kawan anda
ini akan menghubungi anda untuk meminta wang bagi menolongnya untuk suatu kecemasan,
atau emaknya yang berada di hospital, dan sebagainya.

PERIKSA dengan kawan anda melalui cara lain atau telefon nombor asalnya untuk memastikan
dia benar-benar telah menelefon anda tadi.

Anda menerima satu tawaran pekerjaan yang menjanjikan gaji yang lumayan dengan usaha
yang sedikit.

PERIKSA dengan sumber-sumber rasmi, seperti laman web rasmi syarikat tersebut, untuk
memastikan kesahihan tawaran pekerjaan tersebut.

Anda ditawarkan satu pelaburan dengan pulangan yang sangat tinggi.
Lihat halaman seterusnya untuk butir-butir lanjut bagi jenis penipuan sebegini.

Anda menerima satu panggilan daripada seorang “pegawai pemerintah”. Anda diminta supaya
memberikan butiran perbankan, OTP dan/atau butir-butir peribadi anda.

MASUKKAN aplikasi ScamShield hanya daripada gedung aplikasi rasmi ke telefon bimbit anda
untuk menyekat panggilan penipuan dan mengesan SMS penipuan daripada nombor-nombor
yang diketahui telah disenaraihitamkan. Jangan berikan butiran dan OTP anda kepada orang-
orang yang tidak dikenali.

Anda ternampak satu tawaran menarik (misalnya, tiket konsert, barangan elektronik, dan
sebagainya) dalam talian dan anda menghubungi penjual melalui satu aplikasi pesanan. Setelah
membuat pembayaran, barang atau khidmat tersebut tidak dihantar, dan penjual tidak dapat
dihubungi.

Beli hanya daripada penjual yang sah atau sumber-sumber yang mempunyai reputasi yang baik
dan elakkan daripada membuat bayaran pendahuluan atau pemindahan bank secara langsung
kepada penjual. PERIKSA Rating Keselamatan Urus Niaga (TSR) di https://www.mha.gov.sg/e-
commerce-marketplace-transaction-safety-ratings  untuk  mengetahui ciri  keselamatan
antipenipuan kritikal yang ada padanya untuk melindungi transaksi dalam talian.

Sila rujuk kepada satu senarai nama samaran di sebalik penipuan sedemikian di https://go.gov.sg/pnr-
ecommerce-scams-involving-electronics-and-concert-tickets.



https://www.mha.gov.sg/e-commerce-marketplace-transaction-safety-ratings
https://www.mha.gov.sg/e-commerce-marketplace-transaction-safety-ratings
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Taktik Penipuan

Penipu akan mendekati mangsa melalui pelbagai saluran seperti platform media
sosial dan aplikasi pesanan untuk mengenalkan “peluang pelaburan”.

Dalam salah satu pendekatan tersebut, penipu akan berusaha untuk membina
perhubungan baik dengan mangsa sedikit demi sedikit bagi mendapatkan
kepercayaan mereka sebelum mengenalkan “peluang pelaburan” kepada mereka.
Setelah berjaya mendapatkan kepercayaan mangsa, penipu akan meminta mereka
supaya melakukan transaksi dengan alasan “pelaburan”.

Mangsa secara umumnya akan menerima keuntungan kecil pada mulanya, memikat
mereka untuk mempercayai bahawa “pelaburan” mereka ini benar. Walau
bagaimanapun, apabila mereka melabur dengan jumlah yang lebih besar, mereka
tidak akan dapat mengeluarkan ‘keuntungan’” mereka dan barulah ketika itu mereka
sedar yang mereka telah ditipu.

Dalam satu pendekatan lain, mangsa akan ternampak iklan pelaburan di platform
media sosial. Setelah mengklik di pautan iklan, mangsa akan dibawa ke aplikasi
perhubungan untuk menghubungi penipu.

Penipu kemudian akan mengumpan mangsa supaya “melabur dalam peluang”
dengan pulangan yang tinggi dalam masa yang singkat, dengan disokong oleh
testimoni palsu. Kadangkala, mangsa akan diarahkan semula ke laman-laman web
“pelaburan” untuk memberikan butir-butir peribadi dan kad mereka untuk mendaftar
sebuah akaun.

Mangsa hanya akan menyedari mereka telah ditipu setelah mereka tidak boleh
mengeluarkan ‘keuntungan’ mereka atau menghubungi penipu tersebut.

Dalam beberapa kes, mangsa akan menerima panggilan atau pesanan daripada
penipu untuk memuat turun perisian akses jauh (misalnya, AnyDesk) ke peranti
mereka untuk menerima maklumat lanjut mengenai proses “pelaburan” tersebut.
Dengan akses jauh ini, penipu akan dapat mengeluarkan kesemua wang daripada
akaun bank mangsa.

Beberapa langkah berjaga-jaga:

MASUKKAN - aplikasi ScamShield dan tetapkan ciri-ciri keselamatan (misalnya,
pengesahan dua-jenis faktor untuk bank dan akaun; tetapkan had transaksi
perbankan). Jangan sekali-kali memasang perisian daripada sumber-sumber yang
tidak disahkan kerana ini akan membenarkan penipu memerhatikan perbuatan anda
atau menguasai peranti anda dari jauh.

PERIKSA — tanda-tanda penipuan dengan sumber-sumber rasmi. Sahkan ketulenan
pelaburan tersebut dengan:

- Bertanya sebanyak mungkin soalan yang diperlukan untuk memahami sepenuhnya
pelaburan tersebut. Berhati-hati dengan syarikat yang tidak dapat menjawab
atau mengelak soalan anda.

- Memeriksa maklumat syarikat, misalnya, maklumat pemilik, pengarah dan
pengurusannya untuk menilai jika pelaburannya adalah benar.

- Mengesahkan kelayakan syarikat dan wakil mereka di Direktori Institusi Kewangan,
Pendaftar Wakil, atau periksa Senarai Peringatan Pelabur MAS.

BERITAHU - pihak berkuasa, keluarga dan kawan-kawan tentang penipuan.
Laporkan sebarang transaksi menipu kepada bank anda dengan segera.
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Greetings Dears, | am a investment planner
from Abrdn Asia LTD. &

| am Shafwan Bin Shariff, We have a lot of
trader’'s to help our client to invest in the
stock market and cryptocurrency such as :

” Gold
7 Coca-Cola

? Netflix

7 Toyota

” Walmart

7 Alibaba Group
” Apple

” Ethereum

” Bitcoin

7 Litecoin

> We will invest in high yielding stock market
and cryptocurrencies M in the short term

X , our goal is to maximize the profits of
our investors. oly

«> Our investors can register their own
accounts, invest in the packages they are
interested in, withdraw their profits
themselves.

SECOND

[ Perbualan antara penipu dan ngsa |


https://go.gov.sg/investor-alert-list

& Bagaimana melindungi diri anda

[ Care
< Against sCQ’b

pC &A‘ A

Ingatlah untuk Masukkan (Add), Periksa (Check) dan Beritahu (Tell) atau ACT
sebelum membuat sebarang keputusan.

Dan jangan membalas sebarang permintaan mendesak untuk maklumat atau wang.

Pastikan selalu kesahihan permintaan-permintaan tersebut daripada laman-laman
web atau sumber-sumber rasmi.

Dapatkan nasihat terkini. Lawati www.scamalert.sg atau hubungi Talian Bantuan
Antipenipuan di 1800-722-6688.

Adukan penipuan. Panggil Talian Hotline Polis di 1800-255-0000 atau hantarkan
maklumat dalam talian di www.police.gov.sg/iwitness. Semua maklumat akan

dirahsiakan sama sekali.

..-r.-I [=] Muat turun aplikasi percuma yang dipanggil ScamShield

[=]

t:,,: ‘.;'F‘- Kesan, sekat dan adu penipuan dengan aplikasi
ScamShield.
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